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ABSTRACT

ARTICLE HISTORY

Security network research has grown considerably in the last decade as it
has been increasingly recognised that security is pursued through
networks of public, private and hybrid actors or nodes. This research
deals with local, institutional, international and virtual security networks
and includes techniques such as social network analysis and approaches
more familiar to organisational theory and management. However,
much of the security network research employs the network concept as
a metaphor to suggest a relationship between a set of security nodes,
without examining the structural pattern of these relationships or the
underlying properties of security networks. Different uses of the network
concept have led to confusion about the application of network theory
across the security field. This article attempts to address these issues by
clarifying the fundamental concepts of a network perspective and
revisiting existing typologies of security networks. We review research
on the use of network perspectives across the security field, evaluate
theoretical and empirical trends, and give directions for future research.
We examine the geographical properties of security networks operating
at the subnational, national and transnational levels and put forward
four types of networks that have the potential to improve security
network research: information exchange networks, knowledge
generating networks, problem-solving networks and coordination
networks. The article concludes by highlighting the importance of
networks for understanding and promoting the governance of security.
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Introduction
Security is increasingly recognised as being pursued through networks of public, private and hybrid
actors or nodes. Following the ‘nodal governance’ perspective (Johnston and Shearing 2003, Wood
and Dupont 2006), scholars have emphasised how mentalities and technologies of security governance have evolved from a more state-centered approach to one involving an array of potential governing nodes. Grabosky (1995) was among the first to highlight the diverse range of mechanisms that
can be used to enlist non-governmental commercial and voluntary institutions in the co-production
of regulatory compliance. While these regulatory or security nodes may or may not form ties or enter
networks, and while the precise nature of these ties is not always the direct focus of advocates of
nodal governance, it is important to distinguish between the nodal governance and security
network perspectives. The main focus of the nodal governance perspective has been to argue that
no particular node – such as the state – should be given priority in networks of security governance.
It is perhaps this particular point that attracted most attention, with scholars adopting a normative
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position with regard to the central role of the state in such networks (Loader and Walker 2007). Following a related but at times quite different trajectory, research on security networks and related
themes such as partnerships has grown considerably in the last decade. This body of research
extends to what one of us calls local, institutional, international and virtual security networks
(Dupont 2004) across the field of ‘low’ to ‘high’ policing (Brodeur 2010). Security network research
now encompasses researchers using techniques such as social network analysis (SNA) (Dupont
2006, Brewer 2014) as well as those calling attention to the organisational dynamics of networked
forms of security governance (Whelan 2012). Security network research differs from nodal governance in that it is more focused on networks rather than governance. It is, as such, less concerned
with the attributes of individual security nodes than it is the relationship between a given set of
nodes and the underlying properties of such relationships.
By expanding its focus of enquiry to capture the diversity of institutions, capacities, linkages and
interactions contributing to defining and responding to particular security problems, security
network research overcomes one of the major limitations experienced by police scholars attempting
to analyse the contribution of police organisations to the delivery of security. That is, they find it
exceedingly difficult to accurately assess the impact of a single institution on complex crime and
security problems, no matter how powerful that institution proves to be. Some private security scholars who legitimately raise the instrumental features and democratic shortcomings of this specific
mode of security delivery face a similar challenge; reducing the contribution of private security providers to commodified exchanges fails to account for the complex web of formal and informal
relationships and constraints that shape their operations (Dupont 2014). The security network
approach frames security as the cumulative outcome of activities undertaken by a broad and
diverse range of interdependent institutions. For example, in the field of counter-terrorism, security
network research seeks to move beyond analysing how security agencies address the terrorist threat,
evaluating policy or legislation, or focusing on the organisational failures that may have preceded a
particular attack. Instead, it focuses on ‘structural’ properties such as how institutional networks form
and adapt in response to perceived threats and what governance mechanisms emerge as a result,
and ‘relational’ dynamics such as how organisational cultures and interpersonal relationships
enable and constrain these arrangements (Whelan 2012). The broader scope of this approach
makes it more challenging, both theoretically and empirically, but also potentially more rewarding.
In light of the considerable growth in network research and diverse methodological approaches, it
is time to take stock of the security network literature in the form of a systematic review that provides
directions for future research.
This article aims to clarify the fundamental concepts associated with a network perspective and
assess the current state of empirical knowledge on security networks. We argue that current security
network research has many limitations. For example, different uses of the concept of network have
generated confusion about how network theory should be applied across the security field. A large
volume of research employs the network concept as a metaphor to suggest a relationship between a
set of security nodes but fails to examine the structural pattern of these relationships or the organisational properties of security networks. Much of the literature focuses on partnerships, which we
take to include dyads (two actors), whereas our definition of network, commensurate with leading
approaches in organisational (Kilduff and Tsai 2003) and public administration research (Provan
and Kenis 2008), is based on groups (three or more actors). We suggest that the network concept
only ceases to be employed as a metaphor when researchers focus on actual security networks
and can identify their structural and relational properties, which requires researchers to adopt an
analytical or organisational network perspective. We therefore argue that in order to advance security
network research, we need to develop our language and tools with which to analyse and understand
security networks.
The article is organised in three sections. First, we outline the context and method of our systematic review of the security network literature, which uses two main categories: network terminology
and network form. Our objective is to highlight the different ways in which security networks have
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been studied and to call for greater consistency in these approaches, particularly by drawing on
leading network research in other disciplines. The second section uses our assessment of the security
network literature to revisit Dupont’s (2004) typology of security networks. We review the geographical and functional features of this typology to provide guidance for further research on specific types
of security networks, their unique properties and dynamics. Drawing on the inter-organisational
network literature (Popp et al. 2014), we call attention to four types of networks that we believe
have much relevance across the security field: information exchange networks, knowledge generating networks, problem-solving networks and coordination networks. We present these ideal-types as
a heuristic device with which to develop the language of security network research. In particular, we
hope that these network types will assist future research move beyond the metaphorical use of the
network concept by bringing into focus certain features of different networks. Third, we map out a
research agenda that addresses our requirements for more consistent network terminology and
approaches as well as specific gaps in knowledge. We focus on both the methodological approaches
used to study networks and the types of security networks that have been studied. Due to space constraints, we will not address the specific algorithms and mathematical techniques that can be used to
study networks (Borgatti et al. 2013). The article concludes by highlighting the importance of furthering our knowledge of networks in order to better understand the governance of security.

A systematic review of the security networks literature
Context and methods
The network mode of organisation, with its promises of a less hierarchical, more empowered, innovative and productive world, has captured the imagination of social theorists, who conceptualised it as the
natural by-product of the rise of technical and computer networks (Powell 1990, Castells 1996, 2000,
Jones et al. 1997, Castells and Cardoso 2005, Latour 2005, Benkler 2006, Rainie and Wellman 2012).
In the criminology and policing literature, this larger narrative is reflected in the growing realisation
that the myth of the state’s hegemonic control over the authorisation and delivery of security
should be replaced by acknowledgment of more diffuse arrangements involving a broad range of
private and hybrid organisations undertaking policing functions (Jones and Newburn 1998, 2006,
Loader 1999, Bayley and Shearing 2001, Johnston and Shearing 2003, Wood and Dupont 2006,
Ayling et al. 2009, Brodeur 2010, Schuilenburg 2015). Although the network terminology had occasionally been used to describe these expanding security arrangements, discussions remained largely metaphorical until the publication of Dupont’s (2004) programmatic paper in Policing and Society.
That article, which took note of the recent advances made by social network analysts to understand
complex social phenomena (Wasserman and Galaskiewicz 1994, Watts 2003), defined security networks
as ‘a set of institutional, organisational, communal or individual agents or nodes that are interconnected
in order to authorise and/or provide security to the benefit of internal or external stakeholders’ (Dupont
2004, p. 78) and then provided a typology of existing security networks (local, institutional, international,
informational). Dupont leverages Bourdieu’s (1986) seminal notion of five forms of capital to illuminate
how security nodes navigate complex sets of relationships to achieve desired individual and collective
outcomes. He then calls for the development of a ‘common conceptual platform to interpret the complexification of security provision across a whole spectrum of configurations’ that could bridge the gap
between state-centric and pluralist views of security (Dupont 2004, p. 87). The article argues that two
areas of empirical research should be prioritised: generating a pool of case studies that examine the
core features of security networks in a broad range of national and local contexts; and assessing the
dynamic impact of these configurations on security outcomes. Using the analytical tools usually
applied to ‘dark’ networks (Raab and Milward 2003) – a term that refers to both illicit and covert networks that depend heavily on trust relations to maintain their cohesion but also rely heavily on coercion
and physical force for management and conflict resolution – a growing number of policing scholars
started to explore security as an interactive process involving a complex web of institutional actors.
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The security network approach has, however, always been more a diffuse sensibility than a hard
paradigm. Rather than drawing from a single source of inspiration, Dupont’s (2004) article reflected
shifting social science and public policy landscapes that facilitated a match between a complex
problem (fragmenting security) and new theoretical and methodological tools. More than 10 years
after its publication, it seems relevant to assess the literature on security networks and its contribution to our understanding of contemporary policing. In particular, we believe it is important to
look at what types of security networks have been studied, whether a consistent terminology
been employed, what methods have been used, what types of data have been collected, and
which research gaps and opportunities should become the focus of our attention.
To answer these questions as systematically as possible, we conducted an extensive search of
three major bibliographic databases (criminal justice abstracts, sociological abstracts and social
sciences full text) for articles published in the last 12 years that used the terms ‘policing’ and/or ‘security’, ‘networks’ and/or ‘partnerships’ or variations in journal titles, abstracts or key words. Our initial
search, conducted during the second half of 2015, found over 500 academic articles, which we
then categorised manually. First, we excluded articles that focused exclusively on dark networks as
well as those that dealt with networks only superficially. A more difficult – and not entirely satisfactory
– decision was to set aside a large proportion of the works on partnerships because, although some
large partnerships operate as networks and are studied as such, most research on the subject emphasises the nature and quality of bilateral ties (or dyads). We considered only contributions focusing on
groups (three or more actors). We also included only a limited number of contributions from the
third-party policing literature. This strategy focuses on a vast network of guardian institutions that
can be coerced by the police to prevent disorder (Buerger and Green Mazerolle 1998). Even when
a more cooperative view of third-party policing is outlined (Mazerolle and Ransley 2006), the analysis
is often primarily concerned with the police role and effectiveness in instrumentalising potential partners, laws and regulations and less interested in the underlying structure and dynamics of the thirdparty policing network as a whole.
We ended up with 117 journal articles, books and book chapters that form the basis of this review.
Articles were then coded using a template that extracted relevant details across eighteen categories
listed in Table 1, which include definition, type and size of network under analysis, geographical
scope, security issues addressed, nature of ties, performance assessment and accountability. We concentrate on three key aspects: network terminology, methodological approaches and the forms of
networks under analysis. In each of these categories we find considerable disparities among researchers, suggesting that a shared approach would offer significant benefits for security network research.
Table 1. List of categories used to code the 117 articles in our sample.
Category
Source information
Definition used
Theoretical
framework
Methodology
Geography
Institutional sectors
Security issues
Nature of ties
Assessment

Subcategory
Author(s)
Date of publication (range: 2004–2015)
Title
Focus: network (56%); partnership (26%); other (18%)
Full text of definition extracted (53 definitions)
Prominent author(s) cited
Focus on network as goal-directed (35%); emergent (23%); metaphor (37%); other (5%)
Source(s) of data
Number of network nodes analysed (range: 3–103)
Type of analysis: quantitative (4%); qualitative (79%); mixed methods (16%)
Country location (24 different countries)
Scope: subnational 61%; national (21%); international (14%); various (4%)
Nodes: public (19%); private (0%); hybrid (81%)
General policing/urban security/terrorism/transport security/cyber-crime/etc. (see Table 2 for details)
Informal (6%); formal (7%); both (87%)
Effectiveness of security networks (2 studies attempted to quantitatively measure network effectiveness or
impact)
Accountability mechanisms
Recommendations for future studies
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Network terminology: defining networks, nodes and ties
Networks consist of nodes and ties. Nodes, or actors, can represent individuals, groups, organisations,
or any other entity. Ties, or relationships, are what connect the nodes. These ties can indicate communication between nodes, such as advice and information exchange, but they can also reflect more
substantive transactions, such as resource pooling. Relationships may be either formal, based on
legal, contractual, or some other kind of organisational arrangement, or informal, depending essentially on the strength of interpersonal trust and relationships. In defining networks and nodes, boundaries play an important role and must be explicitly delimited to avoid endless – and potentially
meaningless – webs of connections. Confusing interpretations about the nature of nodes can also
result from insufficiently well-defined boundaries. For example, large nodes – such as Interpol or
Europol – can become networks in their own right when they reach a certain level of complexity.
At the other end of the spectrum, particular individuals can play key roles in institutional networks,
especially when these individuals broker relationships across organisational boundaries. There is no
perfect solution to this methodological dilemma, but to avoid confusion authors should clearly define
nodes and ties in security network research. Although a majority of the literature highlights the horizontal or egalitarian features of networks over their internal, potentially hierarchical tensions, significant variation in node capacity and power imbalances means that there will invariably be unequal
relations in certain networks. In some contexts, such as in the organisational and public management
literature, the concept of network has a much more precise meaning. For example, in one of the most
influential papers in the field, Provan and Kenis (2008, p. 232) define a network as ‘groups of three or
more legally autonomous organisations that work together to achieve not only their own goals but
also a collective goal’.
The network concept is used in three principal ways. The first – and most common – is as a metaphor, where a loose use of network terminology suggests some kind of self-organising relationships
between a given set of nodes that operate in fragmented, fluid and complex environments (Knox
et al. 2006). The use of the network term moves beyond a metaphor when researchers describe
and analyse such factors as which actors comprise the particular network under analysis, the
nature of the relationships between actors and how that network operates.
The second use relates to network analysis. SNA is a set of formal analytical tools widely used
across the social and behavioural sciences (Wasserman and Faust 1994, Freeman 2004, Borgatti
et al. 2013). While network analysis has been used extensively in relation to dark networks (e.g. Morselli 2009, 2014, Bouchard 2015), very few have applied it to ‘bright’ networks – those that are both
licit and apparently more ‘visible’ – in the field of policing and security (Dupont 2006, Brewer 2014,
Nøkleberg 2016). The limited number of empirical studies that apply the SNA toolbox to security
issues reflects the methodological challenges associated with this approach. That is, contrary to
dark networks, where data sets are more easily collected online or may be obtained from law enforcement or intelligence agencies, and bright networks in other fields such as public administration and
management, mapping security networks usually requires high degrees of trust to broker access to
respondents and thus significant resources at the data collection stage.
The third use refers to networks as a particular logic of organisation or governance. Such research
largely reflects developments in organisation science and public administration (Jones et al. 1997,
Provan and Kenis 2008, Popp et al. 2014, Molin and Masella 2016), where the network concept is
used to refer to organisational configurations in which organisations constitute nodes and various
formal exchange relations constitute ties. Whether a unique form of social organisation or a hybrid
between hierarchies and markets (Powell 1990), networks are increasingly being used as platforms
for organisations to work together to achieve their own goals and also shared goals. Networks
often form as an attempt to address so-called ‘wicked problems’ (Rittel and Webber 1973), or
those problems that cannot be formulated easily or divided into simple pieces that can be allocated
to independent organisations, because they rely on often contradictory professional and political
judgments for resolution (O’Toole 2007). Network forms of governance have been examined
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across the security field in the context of actual security networks, where case studies have for
example been conducted on business improvement districts (Sleiman and Lippert 2010), international police cooperation mechanisms (van Buuren 2012), or national security arrangements
(Whelan 2012), to name a few. Very few scholars have drawn on the management literature to
raise questions about the organisational properties of security networks (e.g. Whelan 2012, Giacomantonio 2014).
Our findings reveal that the metaphorical use of the term ‘network’ accounts for a significant share
of the literature – 37% of the contributions we analysed. For example, researchers have drawn on the
concept of network to identify security apparatuses where a diversity of actors interact on a regular
basis to prevent street crime or fight terrorism (e.g. Brodeur and Dupont 2006, Crawford 2006, Bures
2013). Network, then, is used to suggest that relationships exist between a given set of actors that
cooperate to achieve a common end. Researchers have concentrated much less on actual networks
and very few have undertaken a comprehensive analysis of a ‘whole’ network (Provan et al. 2007).
Many of these studies make limited use of the broader network literature.
The more empirically oriented papers adopt a goal-directed approach of networks (40%) or, to a
lesser degree, an emergent approach (23%), a classical distinction in management studies (Kilduff
and Tsai 2003). The goal-directed category includes studies on entities that recognise themselves
as networks (e.g. Cherney et al. 2006, Palmer and Whelan 2006, Groenendaal and Helsloot 2015),
work together to achieve their own goals as well as a broader collective goal, and have boundaries
that are already well delimited by members themselves. These networks may employ a core-periphery design (Kilduff and Tsai 2003), where members of the core share an interest in the general goals of
a particular network while other members reside on the periphery and come in and out of the core as
the need arises in relation to a specific, often temporary, goal. This configuration would, for example,
apply to an anti-money-laundering network where the core would consist of key law enforcement,
regulatory and intelligence agencies, while the periphery would be made up of banks’ internal security units and various private intelligence providers whose expertise would be mobilised in an ad hoc
manner for specific cases. The emergent category focuses on communities of actors that often
develop serendipitously and can be examined through a network lens but are not necessarily
aware that they are embedded in a unified web of ties (e.g. Dupont 2006, Bénit-Gbaffou 2008,
Levi and Williams 2013). Research projects on such emergent security networks require significant
data collection efforts as researchers must identify relevant organisational actors in various fields
of practice and then design methodologies that can capture sprawling relational patterns.
When we broke the terminology down even further, although all the documents comprising our
database refer extensively to the network concept, only a little more than half (56%) actually focus on
networks in one of the three specific ways outlined above, while 26% of the papers are more accurately described as focusing on partnerships – most notably the dynamics of relationships between
public and private stakeholders. Contributions that use a partnership lens tend to rely on a more normative approach, examining the benefits and challenges of collaboration or, in some instances, its
perils (e.g. Jameson and Strudwick 2009, Desmond and Valdez 2012, Cook 2013). The remainder
(18%) evoke the language of network and/or partnership in the context of broader conceptual frameworks such as community policing (e.g. Baker 2009, Marks et al. 2009), third-party policing (e.g.
Ransley and Mazerolle 2009, Drew 2011), governance of security (e.g. Fleming et al. 2006, Friesendorf
2007), plural policing (e.g. McCahill 2008, O’Reilly 2015) and police work (e.g. Cotter 2015).
The prevalence of studies with a goal-directed or metaphoric view of security networks as well as
the blurred boundaries between security networks and partnerships or related concepts explain why
qualitative methods such as interviews, focus groups, observations, life histories, document analysis
and literature reviews dominated the methodological landscape – 80% of reviewed papers. Studies
that relied exclusively on quantitative approaches such as surveys accounted for only 4% of our
sample, while mixed methods were used in 16% of studies. This result is hardly surprising, as the systematic collection of quantitative data is a time-consuming task that entails much larger costs and
efforts than the more focused node-centric approach allowed by qualitative methods. Reviews of
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the management literature have made a similar observation, noting that many studies approach networks from the perspective of one single focal organisation (what network analysis calls an ‘ego
network’) rather than studying the network as a whole (Provan et al. 2007). We suggest mixed
methods is a promising compromise for capturing rich and complementary data at the node and
network levels (Creswell 2014). This approach can enable researchers to both map security networks
and their ties as well as more fully appreciate their underlying organisational dynamics.
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Network forms
Beyond a review of epistemic approaches, we were also interested in understanding what types of
networks have been studied. We focus on their geographical location and scope, their institutional
make-up, the nature of ties under study, and the security issues addressed. The aim was to identify
patterns that could suggest whether the network form tends to fit best with specific domains or
regions as well as to locate notable clusters or gaps in the literature.
From an operational perspective, the level of diversity is extensive. Research has been conducted
on networks delivering security in fields as diverse as, for example, urban security (e.g. Huey 2008),
counter-terrorism (e.g. Gill 2006, Palmer and Whelan 2014), general policing (a category that
focuses on basic policing tasks rather than on a particular geographical setting; e.g. Roberts and
Roberts 2009), cyber-crime (e.g. Nhan and Huey 2008), high policing (e.g. O’Reilly and Ellison
2006), organised crime (e.g. Bruns 2015) and transport security (e.g. Paes-Machado and Nascimento
2014). However, Table 2, which summarises the distribution of papers across security issues, reflects
the prominence of two themes that account for more than half of the sample. Urban security
probably owes its first place to the more easily observable nature of the web of uniformed security
providers, surveillance technologies and crime prevention strategies in modern cities, while counterterrorism has come to be firmly anchored in the isomorphic belief that it takes a network to fight a
network (Dupont 2015). Research on natural candidates for security network case studies such as
emergency management, transport security, organised crime policing, or cyber-crime policing can
be conducted only when researchers have significant resources and privileged access, which likely
explains why it remains sporadic.
The institutional makeup of the security networks studied in our sample overwhelmingly favoured
hybrid relationships between public, private and community stakeholders (81%), with a residual 19%
dealing with exclusively public security networks. Not a single contribution studied a security network

Table 2. Distribution of the security issues dealt with by 117 security networks studied.
Issue
Urban security
Counter-terrorism
General policing
Cyber-crime
High policing
Transport
Organised crime
Mega-event
Drug control
Police socialisation
Campus security
Emergency management
Border security
Human trafficking
Resource extraction
Health
Rural security
Various
Total

Number

%

46
16
13
7
4
4
4
4
4
2
2
2
2
1
1
1
1
3
117

39.32
13.68
11.11
5.98
3.42
3.42
3.42
3.42
3.42
1.71
1.71
1.71
1.71
0.85
0.85
0.85
0.85
2.56
100
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made up of private actors. Even O’Reilly (2010, 2015), one of the few to study transnational security
consultancies that epitomise the growing capacity of corporate actors to perform high policing tasks
outside government, inevitably reminds us of the symbiotic ties these players maintain with state
security and intelligence agencies.
A classic way to understand networks is through the distinction between ‘formal’ and ‘informal’
ties. Most papers in our sample (87%) study both formal and informal ties, with 7% considering
only formal and 6% only informal, but the inter-relationship between these types is rarely clearly
identified. While informal ties often underpin formal networks, considerable work remains to be
done to unpack the distinction between formal and informal ties and determine what distinguishes
them and how they complement each other. For example, ties between two people from separate
organisations (‘boundary spanners’) could have multiple functions – interpersonal and inter-organisational relationships, informal and formal – and it can be quite difficult to determine how one shapes
another.
Dupont’s (2004) typology devotes considerable attention to the geographical dimension of security networks, differentiating local, national and transnational configurations. Given the importance of
the theme of urban security in this literature, it seems logical that subnational networks, which
include local and regional groupings, account for 61% of the papers reviewed. An additional 21%
were dedicated to national security networks and a more modest 14% focused on international networks. The empirical constraints created by arduous data collection procedures at the national and
international levels may partly explain this distribution. In many instances, the categorisation process
raised definitional challenges as, for example, when very local community policing networks are supported and funded by international organisations (e.g. Blaustein 2014). Finally, analysis of the
countries of origin of the security networks studied (Table 3) illustrates that research in this area
remains anchored in English-speaking social science communities, with a very strong presence of
North American scholars. This situation may result from the fragmentation of security organisations
caused by the highly decentralised US and Canadian federal systems and the proliferation of private
security providers, which vastly outnumber public police officers in these two countries (Brodeur
2010), as both foster a greater need for networked coordination mechanisms. Other nations
making cameo appearances include European countries (Greece and Norway), English-speaking
African countries (Kenya, Liberia, Nigeria, Sierra Leone and Soudan), Latin-American countries (Argentina and Brazil) and Asian countries (China, India and Japan). The geographical coverage of this literature is unquestionably uneven and would certainly benefit from a more systematic research
programme that would expand and diversify our empirical knowledge base.

A revised typology of security networks
We begin our review of questions about the dynamics, size and scope of networks by revisiting
Dupont’s (2004) typology of security networks, which concentrates largely on the geographical

Table 3. Countries of origin for the security networks studied.
Country

Na

%

US
48
41.03
Canada
22
18.80
UK
18
15.38
Australia
18
15.38
South Africa
10
8.55
The Netherlands
7
5.98
Ireland
6
5.13
France
3
2.56
Other
30
25.64
a
Certain studies examined networks operating in more than one country. The sum of
countries of origin is therefore larger than 117 and percentages are greater than 100.
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parameters in which networks operate and on membership across public, private and hybrid sectors.
Dupont identified four ideal-types of formal security networks: local, institutional, international and
virtual. While local and international security networks can clearly be distinguished in geographical
scope, they also differ in terms of goals, nature of ties and dynamics. For example, local networks
are directed toward local security problems and therefore almost always include public and
private actors as well as physical ties. International security networks focus on cross-border security
problems, are more likely to be state-based – with only a few including private actors – and to depend
more on virtual ties.
The remaining two network types are not necessarily geographically focused but rather are
defined more in terms of their functional or operational characteristics. Institutional security networks are referred to as those networks in which the explicit purpose is ‘the facilitation of inter-institutional bureaucratic projects or the pooling of resources across government agencies’ (Dupont
2004, p. 80). Such networks are exclusively state-based in terms of membership and are largely
national in terms of scope. Examples include crime and security intelligence fusion centres
(Monahan and Palmer 2009, Ratcliffe and Walden 2010, Chermak et al. 2013). Dupont initially
suggested that institutional networks were mostly designed to maximise efficiency, but it is now
recognised that some are intended to increase effectiveness, such as attempting to address
complex or wicked problems. Virtual security networks are the technological systems that facilitate
the communication and exchange of data and information between security nodes. Examples of
these include the various intra- and inter-organisational databases that are designed to process
data, information and intelligence between security actors. There are literally thousands of those
systems and databases in operation in North America, Europe, Australasia and the rest of the
world, across the field of policing and security.
While these four ideal-types are not exclusively geographically focused, they can be combined
with our findings from the review of security network literature to create a revised typology, as summarised in Table 4.
Table 4 summarises some of the different features of security networks at the subnational,
national and transnational levels. While it was helpful originally to categorise virtual networks
as a distinct ideal-type, the prominence of technological systems in security networks at all
levels suggests it is more useful to concentrate on the nature of network ties than to see
virtual networks as a separate category. Many, if not most, security networks will involve both
physical and virtual ties, especially if they are more formal and enduring in nature. Dupont’s
(2004) institutional security networks are replaced by networks operating at the national level,
which provides flexibility for when non-state actors are permitted or required (as the case may
be) to enter these particular security networks. Examples of this include telecommunications
companies and financial institutions, which are playing increasing roles in combatting organised
crime and terrorism (Michaels 2008, Amicelle 2011), and technology firms that are central players
in cyber security (Dupont 2016).
We have extended the table to include key questions about network goals, membership, ties and
dynamics to emphasise some of the important differences between networks with regard to modus
operandi and particular structural and relational dynamics. We have also called attention to different
capacities and constraints. For example, information classification requirements are unlikely to come
into play at the local level whereas they almost certainly will, to varying degrees, in national and transnational security networks. As such, in order to better appreciate the membership and dynamics of
security networks, we also need to consider where each network sits along the low-high policing continuum (Brodeur 2010). It is also important to recognise that leadership within networks may display
various tensions.
This brings us to the limitations of a geographical-based typology of security networks. For
instance, it was often assumed that a network’s mode of exchange moves from the local to the international, through the national. Many local security actors have formed direct networks with their
equivalents in other jurisdictions to share capabilities, development and training programmes, for
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Table 4. Networks across the security field.
Network
scope
Subnational
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National

Transnational

Network goals
Local crime and security
problems within
defined territorial or
jurisdictional
boundaries
Networks are typically
goal-oriented but
these goals may only
be loosely stated
National crime and
security problems, or
those crossing intranational borders.
These include (but are
not limited to)
organised crime, drug
trafficking and
terrorism
Networks are largely
goal-oriented with
articulated objectives
and often outcomefocused
Transnational crime and
security problems or
those crossing national
borders
Networks are goaloriented with
articulated objectives
and strict modes of
governance

Network membership

Network ties

Network dynamics

Membership is usually
open to public and
private security nodes
Limited security
classification
constraints restricting
membership

Ties are usually physical as
in structured meetings,
with support of some
virtual systems
Informal ties play a
prominent role due to
physical and
institutional proximity

Membership is usually
limited to public
security nodes, with
private actors involved
on the periphery on a
case-by-case basis,
mainly as a source of
intelligence
Medium to high
security classification
constraints restrict
membership and mode
of operations

Ties are both physical and
virtual in nature,
including structured
meetings, liaisons,
fusion centres and
intelligence databases

Leadership can shift
between public and
private actors although
local police will often
adopt central positions
Relationships largely
shaped by individual
members on an
interpersonal basis
Leadership can be a source
of tension as security
nodes often consider
themselves to be equals
and wield significant
political influence
Relationships shaped by
inter-organisational and
interpersonal dynamics

Membership includes
supranational and
public security nodes
with private actors
involved on the
periphery on a case-bycase basis, especially
when they display
unique forms of
technical expertise
High security
classification
constraints restrict
membership and mode
of operations

Ties are both physical and
virtual, but more often
facilitated by liaisons
and information and
communication systems

Leadership can vary
between lead-country or
lead-organisation
depending on the nature
of the task and network
Relationships shaped by
international and interorganisational dynamics

instance. Examples include knowledge sharing arrangements between host jurisdictions of megaevents (Boyle 2011) as well as owners and operators of critical infrastructure such as port security
(Brewer 2014). More relevant to our objectives in this paper, a geographical typology does not do
justice to the myriad of functions that networks may perform. To better acknowledge the complexities of security networks, we propose a functional typology that would allow us to be more flexible
and less constrained when dealing with networks that simultaneously operate across various geographical scales. For example, when international organisations fund local security networks to
enhance community safety or when national police services pool their resources with multinational
corporations to take down an international cyber-crime ring, traditional geographical boundaries are
blurred and seem less relevant than the functions that are being fulfilled. Although there are very few
attempts to develop typologies of organisational networks, those that do exist are largely based on
network goals and functions. In the field of public administration and management, Milward and
Provan (2006) distinguish between four main types of networks – those involved with service
implementation, information diffusion, problem-solving and community capacity building. Another
approach differentiates between outreach, informational, developmental and action networks
(McGuire 2006). Other more extensive reviews have identified up to 20 different network types,
albeit with considerable overlap between them (Popp et al. 2014). While it must be emphasised
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that all security networks are potentially unique, with their own opportunities and constraints, it is still
possible to distinguish some of the main functions performed by different networks.
We argue that four network types have considerable relevance across the security field and
provide avenues for future research: information exchange networks, knowledge generating networks, problem-solving networks and coordination networks (see Table 5). Each of these forms
can be identified at the subnational, national and transnational levels. Each of these types operates
across the security field, with membership, nature of ties and dynamics varying in accordance with
each network’s specific goals and operational requirements. As with most typologies, there is overlap
between the different forms and none is mutually exclusive. It is important to recognise as well that
networks can have multiple functions. For example, all networks involve information sharing but in
some instances this may be the primary goal in and of itself, while in other instances information is
shared in order to achieve a particular purpose, such as generating knowledge, solving problems, or
coordinating roles and responsibilities among organisations. A network that starts out as an information exchange may become a problem-solving network. These network types can therefore
reasonably be expected to function in different ways and have potentially very different criteria
for determining success.
Ultimately, distinguishing between different types of networks is useful only if it helps bring into
focus the underlying purpose behind any particular network, which enables researchers and practitioners to better understand and analyse how networks form and function – both in a descriptive
and prescriptive capacity. It is in this context that we present this typology here, particularly as a
means of potentially sharpening the focus of future research on security networks. At present,
much more security network research has concentrated on information sharing networks and, to a
lesser extent, coordination networks than knowledge and problem-solving networks. However, as
the remainder of this paper will show, we suggest all four types would benefit from further research.

A research agenda on security networks
Our review highlighted several areas that we believe require further attention by scholars who
adopt a security network approach. In putting forward these suggestions we are sensitive to the
various critiques of the network perspective in other contexts. For example, Dowding (2001,
p. 89), in a paper critical of the policy network framework, expresses his scepticism about some
of the findings in this literature, which in his view ‘merely demonstrate what most of us would intuitively believe from more casual, nonformal observation’. His aim is not to discard network analysis
but to remind the reader that this expensive and time-consuming methodology needs to be used
discerningly to demonstrate how particular forms of organisation influence practices and policy outcomes, and to help explicate the nature of governance (Dowding 2001, p. 103). Other critiques in
the organisational and management literature have argued that, although there is compelling
Table 5. Security network type and functions.
Network type
Information exchange
networks
Knowledge generating
networks
Problem-solving networks

Coordination networks

Network function
Facilitate the sharing of information across intra- and inter-organisational boundaries. Examples
include automated police systems and crime intelligence databases
Generate new knowledge (understood as processed information enabling decision-making) and to
distribute this knowledge between organisations. Examples can best be identified in relation to
organised crime and terrorism threat assessments. Evidence-based policing networks that seek to
identify and disseminate best-practices also belong to this category
Develop responses to complex or ‘wicked’ problems that cannot be addressed by organisations
acting alone. Examples include local security networks focusing on crime prevention initiatives to
reduce gang violence (Boston’s Operation Ceasefire, for example) or third-party policing
interventions to improve quality of life
Coordinate joint responses and service delivery across organisational boundaries. Examples can
include joint police taskforces as well as can be identified in the field of disaster and emergency
management

Downloaded by [Bibliothèques de l'Université de Montréal] at 07:13 02 August 2017

12

C. WHELAN AND B. DUPONT

evidence that networks matter (Brass et al. 2004), researchers need to continue working to advance
network theories of organisational behaviour, especially if we are to properly understand their normative aspects (Galaskiewicz 2007). We now aim to provide directions around the use of the
network concept and method in the security network literature, and then identify pressing areas
for further research on networks across the security field.
Research on security networks would benefit greatly from increased clarity and consistency in the
use of the network concept. Much of literature reviewed adopts the network term as simply a metaphor to denote some kind of relationship, or set of relationships, between any given set of security
actors. Actors or nodes and the nature of these relationships or ties are rarely explicitly defined. This is
not the case in many other disciplines such as organisation and management studies, where a sophisticated literature has developed on various forms of networks. To advance the security network
approach, we need to move beyond the metaphorical use of the concept and develop rigorous
language to deal with specific types of networks and the ways nodes are networked. Some of the
network language from other disciplines has great potential to assist with this task. For example,
Kilduff and Tsai’s (2003) distinction between goal-directed and emergent or serendipitous networks
offers much promise to help distinguish between broad categories of networks and to determine
how networks form and function. In defining goal-directed networks, we suggest that security
network scholars follow the existing network literature (e.g. Provan and Kenis 2008) by defining networks as groups of three or more actors that work together to achieve independent and shared goals.
Emergent networks, by contrast, follow a serendipitous trajectory that capitalises on opportunity and
may rapidly change. The types of networks proposed above – information exchange, knowledge generating, problem-solving and coordination – also provide tools for differentiating between network
types based largely on their goals and purpose.
To move away from the metaphorical use of the network term and address these research questions, scholars must adopt an appropriate methodological position. SNA clearly holds much promise
as it enables researchers to map the relationships between a given set of actors and then apply
various mathematical techniques to determine the nature of these relationships for individual
actors as well as whole networks (Borgatti et al. 2013). Network analysis can be employed in virtually
all circumstances to advance our knowledge of how networks function. With goal-directed networks, especially where membership is relatively stable, methods such as SNA can be used to
describe and analyse the structural and relational properties of networks, which can then be juxtaposed against the network’s stated goals. This is particularly useful for information sharing networks
for example, where SNA is able to identify potential gaps or blockages in the flow of information.
Even in serendipitous network types, SNA is useful for explaining how networks form and function
at a specified point in time. Such an approach poses many methodological challenges – collecting
relational data can be difficult in many security environments (Brodeur and Dupont 2006) and
determining a network’s boundaries is one of the main challenges with both dark and bright networks (Burcher and Whelan 2015) – but, as mentioned above, there are ways to address problems
with data collection and adopting clear boundary specification rules can keep network studies to a
workable level. We lack the space in this article to detail the actual methods that may be deployed
to apply formal SNA techniques to security networks – and their strengths and limitations – but a
growing number of manuals tailored to the particular needs and research questions of various disciplines provide excellent introductions (Wasserman and Faust 1994, Knoke and Yang 2008, Borgatti
et al. 2013, Scott 2017).
Another approach is to draw more on the organisational or network governance literature that has
flourished in fields such as public administration and management (e.g. Popp et al. 2014, Hu et al.
2015). This literature provides further concepts and tools to examine important network questions,
particularly the factors shaping the effectiveness of networks and techniques for promoting their
accountability (Kenis and Provan 2009). This approach is ideal for the remaining network types
here – particularly knowledge sharing and problem-solving networks – as it is difficult to properly
assess how these networks function and to what extent they achieve their goals via methods such
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as SNA alone. Examining such networks requires researchers to ‘look inside their operations’
(Agranoff 2006, p. 56), which is an invaluable way to improve security network research. As
other recent reviews of network research have found (Kapucu et al. 2014), however, mixedmethods research designs are highly likely to have the most potential for advancing security
network research. Researchers can leverage the quantitative techniques of network analysis contextualised within a qualitative framework concerning the type of network under analysis, its specific
goals and dynamics.
Once issues around terminology and methodology are addressed, there are many research questions worthy of further analysis. Due to space constraints, we limit our focus here to three observations. First, we need more research on specific security networks in various contexts, including
countries – the vast majority of the literature is focused on North America – and across the lowhigh policing continuum. Such research is necessary to develop a body of literature that is sufficient
for comparative research as well providing a knowledge base that will make it possible to understand
and analyse the effects of culture, history and particular institutional configurations on networks
(Brass et al. 2004). Second, further research should concentrate on the structural and relational properties of security networks and how these interact. Structural properties include attributes such as the
design, size and level of goal consensus between network members (Provan and Kenis 2008). Relational properties refer to the relationships between actors within networks, including the potential for
conflict and different levels and kinds of commitment among actors (Meyer and Mazerolle 2014,
Whelan 2016, 2017). These properties interact continually, shaping network dynamics and the attributes of individual actors. Understanding these complex dynamics would help us better evaluate the
evolution of a security network over time. Third, we need to move beyond purely descriptive
accounts and develop more advanced ways of assessing the effectiveness and performance of security networks, using networks as both independent and dependent variables. Researchers should concentrate on what makes security networks effective and what causes them to fail (Yar 2011), not only
as independent units of analysis but in relation to community or society expectations of what specific
types of networks should and should not do. If we accept that networks are central to security governance, such a task is crucial to promoting security.

Conclusion
This article has provided a systematic review of the security network literature over the last decade to
assess the state of such research since the publication of Dupont’s (2004) initial programmatic paper
on security networks. We focused on the types of security networks that have been studied, the terminology and methods employed to study them, and opportunities for further research. Noting the
inconsistencies in terminology across the security network literature, we have argued strongly for a
more exact and meticulous use of the network concept. We hope that limiting the network concept
to groups, emphasising the distinction between goal-directed and emergent or serendipitous networks, and taking into account the different network types and functions put forward in this
article will assist in this task. While it is unfortunately beyond the scope of this paper to develop
this typology any further, we suggest that distinguishing between these four network types
provide useful avenues to think about further research on specific security networks. By drawing
on the analytical and organisational methodologies, we also hope that research will focus on the
precise ways in which security nodes are networked and the structural and relational dynamics of
these actual (rather than metaphorical) networks. This task is undoubtedly best achieved using
mixed-methods approaches, but we recognise that this is not an easy process for many researchers.
It is certainly possible, however, as the wider social and organisational network literature demonstrates. If there is a final conclusion, it is that there is compelling evidence across the security field
that networks have become as important as hierarchies and markets. However, much more methodologically rigorous work is needed in a variety of contexts to advance our knowledge of how security
networks form and function.
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